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(57) [Abstract] 

[Object] To provide an anonymous remailer that can 
automatically filter emails and messages. 
[Solution] This system includes an alias transmission 
source address creating unit that uses a destination 
address to create an alias transmission source address. 
This system also includes an alias transmission source 
address replacing unit that replaces an actual 
transmission source address with an alias transmission 
source address. Thus, an actual transmission source 
address can be deleted from an email and message, thereby 
making a transmitter who exists at the actual 
transmission source address anonymous. A reply email is 
transferred, and the reply email is filtered based on the 
alias transmission source address. 

[0033] At step 350, a compressed actual transmission 
source address (with additional empty bytes) is encrypted 
according to, for example, a data encryption standard 



(DES) that uses a unique extended secret key for a 
destination address as an encryption key. Security is 
increased by using a great number of DES paths. The type 
of encryption applied is not important. Encryption need 
5 not accord to DES, nor need it be asymmetrical. The 

present invention does not actually require any kind of 
encryption . 
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ZVT-Jsl' ( e -m a i l) * yir— i?<fr^4 ]) 

BftisjSifer Ku^tfiiffl LTBuia^-r y r^mtitr k 

e^ y r*m% Ttr h-ux±j$mmmm$:mm it 

BfrE^-r y r^^it^r Ki^a^ns&fSTcr 
E^ y r^^fTcr Ku^SrftrEHisfsTcT k^t- 

E^-r yr^^tTcr Ku^^^EHiiffTcr K^i 

5S-f^-;V (e-ma i 1) yir — -y<0^-i ]) 
MEXAtt tcT Ku^SrSJE^-f y Z*»«5g7 
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JB^s/:^ WE^W y T^^ffTcT Ku^^t 
Sfc^CfiJElC-T-^-vw ■ ^ y-fe— v^H^ff tgT Kl/ 

0] li*IS9lcE«^o^^fe|cfcv^T, ME 
^Jffl^-ry^s, ME^ y r^^ff^cT 

[ff**Ki l] W*«8^E*^*i5felc*3VNT, StrE 
i9E^-f y r^^iTcr k^soi^- /u^fjEll 

[tMl3] !l^8^E^<D^(cioV>T, WE 

W*«i4] »#«8fcE*^;frfcic:fc^x\ 
HijfB^-r y rx^jt^r Ku;*M^5^-cA9 3g{§ 

^Ll^^-^ • ^ y-t— S^fc y^-;ut-5 y /-7t 

^rfUffl L-CiiuE^f y T^*«5cT Ku^5r^t5x 
>f y T*»«5cT Ku^^Si:, 
BuEm-T-^ -/u • t< y-fe— ^<oTOE l oofiffE^mTu 
T Ku*«rttfi3i-f VTXZ&mTcT KU^TifttSi 

-r y r-x^f^r k^i«t$)ot, ffirEH»«7c 

fl&Ea^^ -A' • ^ ^-fe—^OltfE 1 o^BftE5a5fer K 
T, mfE^-r y T^^ff tcT Ku^ricSdSffiES** 

[|»*3Sl 7] 6{CE^y ^-7^*5V^ 
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7 0 

mjie^Bit tct £ n a t £ t>ic, m 

(satstbS «fc t*s-e#. flriay ^jWf 

Sr^tr y ^7 0 

[f**s 2 o ] i»*js i 5 tciagtco y ^khsv* 
^j*J;9ftt^y > — 7, 

flftiay^-^^ s&k:, atjia^ yr^*«7£r 

KU*tcS<5^-CA9 5g« ^-/w^r^^/u^ y >-?X~$ 
51^-^-^ • 7 >f £<gtp y ^-7 6 

[ft i&m 2 2 ] HHRMt5£r K^d: 5b£gT Sr^fT 
-fSHT-;*— A' (e -ma i 1 ) ^ yir— S*©:t-f y 7 

mjfB^5fer Ku^tfuffl LTHtiia^-r y t^ii^t k 

IH*S2 4] lf*3S2 3 JCfE^COi/^-r^JC^^ 

a. 

[»*S2 6] »#«2 2lC|Ei$Ov';*7^i£:^ 
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[§S*JI2 8] »*«2 2^|S*^^7 t ^IC*3V^ 

A0 3g«*— /uS::7-f a^ y y^t?#61^^^v • y 

/0 [H^42 9] m^-A- (e-ma i 1) yir- 

t\ atrial y T^sgfsTuT Ku^3dsffiiasi*r 

[|»*«3 1] M*S2 9lC|S®<7>>;*^.M£:fc^ 
T s flufB^<Y y T^^ifTcT KU^^S fefcHiTiaflrf-* 

IW**3 2] »3fc«2 9iciE*<^>*^AK::fc^ 

[l»*«3 3] if|3fcJl2 9(C|B*0'>^^A(C*5V^ 
I«*S3 4l B^T*— ^ (e-ma i 1) ^ yir— 

30 tuiem^^— • ^ y-t— \y\c^9tT vu^mmrfZ} 

< y T^lgjfTcT K^^m^f^T'i^ 
3 5 ] Ifi*Xg 3 4 tdSB^O^J^VNT, HU 

•C 

[»*S3 6] W*«3-4^IE«<D*iSfe^i3lv-c % hiJ 

IIS*«3 8l W*«3 4»C|5^0*ffijCi3VNT, HU 

[!S^«3 9] (e-ma i 1) * 

flutB^5fer Ku^fc:^<^^ y T*38<f5cT K^t 
5(? «r$tr^ s/-fe-^ Q 
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[0 0 0 1] 

( Te-ma i lj ) COm^fci^,*:. 
fcA9«^;*— yu<fc:7-f/u* y >^ 5 v-*^ a 

[0 0 0 2] 

KO;*@»ffHEffiK» 60/057, 132 

[0 0 0 3].*««ii4fc, *tfWfc#iIfc««3*u 

TAfc^^ftj £JH£;ft,fc. 1 9 9 7¥U 2 2 0tt} 
W0 8/7 8 7, 5 5 7-»-CBIJ*Sixfc»WfcBB* 

[0004] 55^, «t!3^^sb-c«l^^o^^ffl8^I*(Oi^v^ 

if j fcPMS) *s|6^i"»JHi-s*^1±^ic#iat?#sj: 

(PC) CO J: 9 ^TfilOnyt^-^^^Lt, g P> 

ofeo z.<Dtczb, P C«3SJ|»tt3.— if ^y^^ 

[0005] - 5 ufcttwmw:, fes^.— if ( rant 
) ^e>J3'i(o^.— if ( rsm#j ) ^i^^^ 

( fe-ma i lj ) CDilff C t ti*&\\ ^ 

3/KOloTfc5g?^ ^Scigrn ( f SMT 

PJ ) W\ #«^— /U - * y-fc— 50 
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1^-/W7K^ ( r$8{f5£T K^j ) tstf 
Ol^^.7KU7 ( %5fe7K^J ) «r&tf^ 

[0 0 0 6] ^0(D^>t'rL — ^tcgEg£rg< tt^-Cli 
*t£;i££M£&^::<b^£>5 0 a— if fig 

[0007] z<Df®mkztt-rz>Mik&<D 1 o^v^^s 

[ooos] y ^ -/WiStttf»»T^^"Cfc 
5 0 a^tot t**4^y^- h • y ^ 

fi^7>f "anon, penet. f i" Jiy 

— ^T^ofc/JV CtLtt^eOjfilH^lCfiS 0 0, 0 0 0 
Srffi^S^.— if*Ro-CV^ 0 3X*|p3lS^-^-/uil«Sr 
^tK- hi-^fc^^C, tS3Koy^-^H H^t. — [f • T 
KV^ix^y7^l7c7K^ («» "xxxxx 
x@remai.ler. address" £ p Jf^flM^T 

E*i2HS#^e?^ y-fe— ^^rSff-rst, y^ — 
S:S:ttSiS£, y ^-^fi^^ y r^««5cT Ku^<o 

[0009] Koy ^o^HftMrtttaEftT 1 — y 



~4- 



(5) 

7 

ft£>ftv\, 

[0010] fctx-mmm^* v ^-7^t5c 

ft£d£asfc<5j^ ::fttei£ji#o^ y r^^tTcr 
K u * ( d J: o r Sfflr # t m *& 4: » 5 £ fc ^ £ T* 

£#oTV^ 0 20 
[0 0 12] 

*ft7Kl/^S:*tSt^^->l/ (fe-mailj) 

x&mm^x^-t y T^awt^r kua^m^x^ 
te^ic, H^lf^r ku^^x^ y r^m^r ku 

5o dft«:*y->— A> • > y-fe— ^P>H»«5cT KU 
*&(&5feU *rftfc:J:oT\ ^{f^T Ku^^f 

[0013] S6ot, as«#wt— m<o^ y r^^ff 7c 

Kt-£***a^IIBj&£ft5 0 
[0014] HJSJKffiffi-m. ^ y t^^5 
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y r^^ftTcT Ku*a**>fttf, ^ 
y r^^ft 5tr vu^frhnm^T Ki/^^»r 

[0015] *SSMo-HJ6»ffi-cji. *^>X7Al:ii 
7^/^^ma 0 y r^^ft^r 

7K^(cft#$t5^i:iaoT, ¥— oS£fi#as— ' 

aios^ofc^ y T^^t^cT K^^t^-t^ 

*ai-5»^ ^■y^^m^^— /i«*#3ftsif d-c 
[ooi6] ^-r y7xM7c7 Ku^ici^^ti^ 

Men. y T*m%7tT KU^ttSa^feT Ku^lCjS 

fft^jmittf)^^, ^ y r^isffTcT K^ifife 

^TfiJJct, (l) -JMfe (WC3i-f y r^*5pis 
$*9G\z.Ml*xm7jk£tiZ>) . (2) (2OC0^ 

[0 0 17] *36MW— HJfi?»ffiTtt, 
^-^^icr^f At U /JC It ft tf b ft V \ too 

y r^»«7cT Kw^*sftfi$ftTii 
[0 0 18] J^Jh, *»M^»5BfcJ:t/ft#»ft4*1««: 
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l,X®g,\ctizmx% 5 d i: S*tfcv\ 
[0019] 

zfu jx^h^***l5 b WBfi&*y yy—t l 0 Olctt 

W^i: LT«(Onyifa-^ - isxTJ* 110a, 
110b, 110 C> llOd, llOe, HOf, 
1 1 0 g, llOh, llOi ^tLbJl 

fi)ct6o 4 ^y b 1 1 5t£te»7— /UK • y-f K • 

— * V^J* 1 1 0 a , 110b, 110c, 110 
d, HOe, llOf, HOg, HOh, 110 

f& ( THTMLJ ) ^-^Ola^^lC^oT^fc 
[0 0 2 0] LT<OHlfi7!5(Bra>f -yhl 

4T$.1ti*<&<D*y bv-?\£Mm-tz> 0 £<bic, #35 

WOSCStt, ItO^ytV-^ • 110a, 
110b, 110c, llOd, llOe, llOf, 
llOg, llOh, 110 ifOlO^^t ^ — CO 

= ^tf^-^ . ^XT^&i&mvxTfkztiztiK mem 

[0 0 2 1] #J^£ Lt^7 h — ^ 1 0 OlCte, * 
y hI7 — ^ 1 0 OOi^/jjnyt'a-^ • v^xA 1 1 
0a, 110b, 110c, llOd, llOe, 11 
Of, llOg, llOh, 1 1 0 i (O lolo^rtiS 

6) o #WcM*y h ? — ? • ^--<u— 7^ • 
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J±\-£'P*£< <t t>^< 07^CD^ > t°.rx — ^ . z/Ts'tJ* 1 1 
0a, 110b, 110c, llOd, llOe, 11 
Of, llOg, 11 Oh, 1 1 0 i Jb-e»flsu *t*b 

[0 0 2 2] HlttSfc, ^T«^fcJ6lC, 

5££*l&!£ i*5«ttJ5jB2^— foayfa- ^ • is XT 
10 Al0 5a, 1 0 5 bW, r&fc>*>, S6«#lig^ 

. ^ ^ir— v^^r^y h!7 — ^ 10 0 i:S2a- if<z>=i>< 

[0 0 2 3] ^ 1 if co^^t 0 ^ — ^ • ->^-r^fi^ 
^co^yt^^-^ . ^fAi l o a <b§iig 

[0 0 2 4] ^r-Cl)2^#Ha-r^ir, 2 0 0 £ 

yif2 1 0, S5SttlSH3Sa2 2 0, ?P»»tt*ac*lB 
E^=y h 2 3 0*5J:tJ«ii«lHlK2 4 0£r^ti> o 
[0 0 2 5] bTC0HIK2 0 OOIttttJE 

m^nw-^^y b7*—u*&m'tzbxhz> 0 «e 

30 oX, 0 0(1, ^y7^ ^ - — 

?*tins<y=t> ( tpcj ) x*&>z> 0 fsie> 

0-C»«SV\ flfrlCjRo-CBI 1 ^-CI2j2£# 

• ->77^ 110a, 1 
10b, 110c, llOd, llOe, llOf, 1 
lOg, 1 1 0 h, 1 1 0 i <Dfr* m l*3cfct*ffl2 
a-f(D3>t 0 ^-^ • '>^fA 105a, 1 0 5 bfi 

[0026] *&mtes *&w&mi&'rz x o y 

40 T^mtybT Kl/^llM, ol^ y T^^ffTcT 

S*5J:r/fStilH]SS2 0 OT^tT^^-^CO^^ LT 

[0 0 2 7] wwt?Bl3S:#flai-5 4:, — j&tc 3 00 t 

• p< y±-i?<D^-{ y T^^ff 5c «7K1/ 
^^rfefiS;i-5*&<o l^toZfribX&fefatemMMmn 
mym^TT'^ti^o ^-&3 o od^ -< y r^^sifTcT k 
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10 0 2 8] COKSfc-Ctt, Z<D&f&T\ ^r&3 0 0fi 

r^D5^-r yrx^ftTcr K^**ftr K^tft 

(i) -mt ([^ c^-c y rx&m c^b^c^ 
*tL-c*^*ii,s) , (2) m^ffe (2o«/^d 

(Sff#^^ y t*"*« tct Kv^tcj;or^ 
o ^ tisx± % G-r % <d xmw x $> 5 . 

[0 0 2 9] tt&liTO^r^3 10-CM*&$tb5 

m\z «t o r ft f^i- ^> y ^ - v -cant #a> e> £ 

b KM* eft, ^T7/3 2 0Ti£ffiS^T, *S3 0 
[0 0 3 0] EE*gKljR^T\ #8:3 0 Oft^y^Z 3 

0 tcittf^, ^ r -cii^^KDMD 5 r /v=f y XAIC J; o 

T\ IB 1 ^ — ;yir — v^^ifcT K is*<Ds^ visa. 

( TURLj ) HSsa-Cfc*, MD5Ar>a| 

[0 0 3 1 ] JEffi£PI«, /N!/i/a«0!Htt±< g& 

btts J: y r*$&ff5cT F^^lcm^^xfr 

[0 0 3 2] W:, ^r^3 4 0m nffioSS^ 
SOftS^HSixSo £fc, ^f^3 4 0m 12 

try h • y^-^Ftfv *-7\cmmfftic{&&&nitw 

*«HciiinStu, -ttUcJzoTftifeT Ku^lcH*<ott 
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3fi»?B«36s^$^ So ^e^-T h^rii^p-f SCirJcJ: 
[0033] ^y^z 5 o-eji, (gss^ h 
a^— *i*»fls»ft ( tdesj ) ic&^x^itzti 

[0 0 3 4] Xf^3 6 0"Cfi % »2tVh« 

[0 0 3 5] #te3 0 0W7^7y7 P 3 7 0 T?»T 

TOl^f^/S 1 0, 3 2 0, 3 3 0, 3 4 0, 3 

5 0fcHI«, ^7^3 6 011 H*UV^«*^H1JMpI- 

6 < 3i^r y r^^ff^T Ku^«lj|«»c: J:oTH»«5£ 

[0 0 3 6] ±Bl?lftWS*Lfc«*i: Lt(7)^3 0 0 
50 S:. MX.** " f o o_b ar@bell~labs. c 
om" <tl^9^^f5c • T Kl/7t "www. yaho 
o. com" £v^$g$fcr Ku^Sr^r-f 5^^-^— ■ 
* *y~t-i?\cttl,xmmirz>ts K^lj: " w 

xOnlqlUUEXJxzwVSs fKgW" tC^^ 

±{4 K^^V^StilCiiAqS^ "wxOnlqlUUE 

X J x z wV S s f K gW@ 1 p w a . com" 

5, ^TKU^ SMTPT|ra^y77» 

^/O [0 0 3 7] ±m<Djjm3 0 Ot^Lfcj; 5*JBEI8, ^ 

^v-^-, ^S/<-r hoii*p*jj:o?iit#{b*stTt?ttftv^«]: 

—mt LT, " f o o_b a r @ b e 1 1 - 1 a 

bs. com" M$£iB7Z ' T KU^i "www. 

yahoo, com" ^V^^7 
^^•^n^lff oo^bar. be 11-1 
abs. com. www. yahoo, com" 

50 il^JP^iX, "www. yahoo, com. f o o _ 
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bar. bell — labs. com@lpwa. co 
[0 0 3 8] _bia-eKWSixfc^ffi3 0 OlC§§i-5^< 

©rfcfcMtstbfcv*. Bile, a«?«ra:y 7 • -y- 

[0 0 3 9] 121:, !7-A<K • 17 ^ K ■ fr^lCttg: 

m%7tr Ku^f4*i*jE«sn, ^ y r*m% jit k 

So 

[004 0] 13^, BlSSfeSSfiST KU^|C»LT4 
7^3 3 O^i+^frfctV h - 7 V<D^%\&^ 
ft 7cT K \sX<om* 1 0 2 4 Tfc 6 0 *g&#<D i ift M £ 

[004 1] |g4K, ±&X*®.W£tlitlf&:3 0 Oil, 

4 8 t:V h^-C^^o ^TJft4 8 \fy FDES ^511*4 

[0 04 2] ±K"?IttW Lfc#ifc 3 0 0(O^ 5 
Ote, DES^^IC, IDEAOJ:5 4i^#« 

ltt&3 0 0^T77'3 5 0ll MDSCQft^Kl 

5 H acq J: 9 *io-^[fi]/> y i^a H«kS:*iffli"5 C t 

# 5 &>5o ^&3 0 OCO^t" ^/^3 10, 3 2 0, 

330, 340, 350, 3 6 0H ir^r^yr^, i 
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[0 0 4 3] St&K, *&3 o o tt^jc: pris?«j-efc 

V\ itttt. m«r£ftfcf 3***iB**u ^2 tfy 

[0044] z.z.x~m4&&m-rz>b* -^moo^ 

3HJS»tt<D«Jxia^lll*S4xS. *S4 0 0lit 

[0 0 4 5] |gJS?gffi-Ctt, ^v-^^^^fi 

;^7^;p^ y • rj/uftf 

/^7>f/^yy/t5c^^tt5o ^-t^^m^-^ 
t« -/u^^ff #coH^if tcT K ux (c 5 * < L/cV> 

[0 0 4 6] wCDP#,6-c, ffil&coiSSi^^C^Cir^fc 
[0 0 4 7] ^oT, Srffi4 0 0l*fflti&x'rv7'4 1 0 
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Si--^^ y t^smstut K^oy^ n^*n* 

[0 04 8] i^f !/ 7^«fi?c7 KU^*5 !l ^ 
CO (ft^7y^4 4 0«)YES(Z) 

31«Jffitcxitp) , *©3g««^^— ^ttMlftStu, KflT 

*rtsy* hO^BcO^tttt— SLJfcv^-^ (^^-r 
^^4 4 OONOCOil^iCiltf) , ^^i^T* 

[0 0 4 9] ^T5/7 P 4 6 0Tlffl^^-/Hi 

2l«#tc1E36Sn5 0 ^&li^T^7 i 'y^ , 4 7 0"C^ 

[0 0 5 0] *S3 0 0iH«lC, JS4 0 0(O7fy 
1 420. 430. 440, 450. 4 6 0 

[oo5i] ±.m\c$$-r2>ixwj?mx^ y ^-^tt*. 
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[0 0 5 2] aixf y r^JW»5£T Ku^ttiSff #3&sf^fiK 

Sot, ^L</j:v«ft^ 
[0 0 5 3] *»Wds»sm»cRWStbfc*s. y§SI&«# 

20 [mi] &mw<oi%mi>mm£&m£tiz>, wtm*? 
[H!2] m i (o^-y h i7— f-emmzti* 

[ID 3] ^§{HtgT KW^i:^7 K Sr^r^®^ 
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300 
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340 



***** feiA 
HI U a * £ 



, 350 
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370 
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410 



400 
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460 
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(72)»W# 7^5,^ If-. *#>X (72)3§^# 3*^ ^T^T* 

T^y^-g^d 07090 ^ -f^^/WH 69697 7VW TV^V, 

201 <72)»W# 77^fy v^a-/UX 
(72>»w# f^y-fyK ^-y* ^Mku r*y#**B 10025 -~-3-* ( 

r>y^^*H- 07901 - 3L _ 3 _^ i tv^-m^h 3 ^ 
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